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Somos uma empresa especializada em
Z Inteligéncia Artificial e
/ Ciberseguranca que integra
! tecnologias para construir um mundo
mais seguro, inteligente e sustentavel.

Integramos e desenvolvemos solucgoes,
servicos e produtos estratégicos que
geram real valor e impulsionam o
sucesso dos seus negocios,
preparando-o para o futuro.
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2017

~

Intelliway é lancada

Contratos nacionais e
internacionais (CA) para
empresas de porte

SolugBes precursoras em |A

da Informacdo

Referéncia em Seguranca

2021

€

Crescimento Superior a \
100%

Case ForbesTech

CIOReview: 20 empresas
mais promissoras Latam
Prémio IT4CIO -
no Setor Publico

Inovacdo

Nossa Histéria

2018

€

Lancamento do SOC
Intelliway

\_

~

Ampliamos nossas
parcerias Tecnoldgicas em
Cyber Security e IA

Referéncia e Cases em IBM
Watson

Prémio Projeto Destaque -
Assistente Virtual
Inteligente - Grupo Aguia

Branca;

=

2022

/a

a

a
a

\a

Crescimento Superior a \
80%

Atuagdo como CSIRT e SOC
em Cyber Ataques
Nacionais

Premiacbes HDI em IA
Ampliacdo da Sede

2019

€

Certificacao 1SO 9001
Ampliagdo do SOC & MDR /
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Lancamos Servigos
Gerenciados de Cyber
Security e SOC

Atuacdo em Minas Gerais

Diversificacdo de Portfélio
de Servicos

Contratos nacionais e
internacionais (UK)

Atuacao em GRC

=

2023

€

Lancamentos EvaGPT & \
EvaDocs

Vencedor da Concorréncia
FINEP em Inovacdo e IA: 22
rodada

Atuacdo nos Setores de
Energia, Oleo e Gas

CIOReview: 20 empresas

>

>

mais promissoras Latam /

2020

Crescimento Superior a
100%

Nova e ampla Sede

Revista Forbes Tech: Case
de |A aplicada ao Cidadao

Prémio Melhor Projeto e
Gerente de Projeto PMI/ES

Atuacdo em Sdo Paulo /

2024

Lancamento EvaSpeech \
Cybersecurity for OT

Fornecedor Referéncia
2024 (ArcelorMittal)

Vencedor da Concorréncia
FINEP em Inovacao e IA: 22,

rodada
J

Convénio de Pesquisa e
Inovacdo: IFES-FACTO




o
INTELLIWAY

Clientes e Parceiros
gue conhecem a
diferenca
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Artificial Intelligence &

Cybersecurity

Artificial Intelligence Market
Size, By Solution, 2022-2032 (USD Billion) o

2500 23715

B Hardware W Software

2000
1674.7

1600 12242
- 9271
6777
- 5525
500 2955
my 1628 2018 l
0 = e . .

2022 2023 2024 2025 2026 2027 2028 2029 2030 2031 2032

https://marketresearch.biz/report/artificial-intelligence-market/

"Artificial Intelligence Market size is expected to be worth
around USD 2,371.5 Bn by 2032 from USD 111.7 Bn in 2022,
growing at a CAGR of 36.8%.

Driving Factors of the Artificial Intelligence Market

Advanced Data Analytics
Automation

Personalized Customer Experience
Healthcare Innovation
Autonomous Vehicles

R P RO

Restraining Factors of the Artificial Intelligence Market

1. Data Privacy and Security Concerns
2. Ethical and Bias Concerns
3. Talent Shortage



Hype Cycle for Artificial Intelligence, 2024

EXPECTATIONS

Responsible Al

Prompt Engineering -
AITRISM -

Sovereign Al

Artificial General Intelligence

Composite Al

Neuro-Symbolic Al

Decision Intelligence
Al-Ready Data

Causal Al
Al Simulation

Multiagent Systems
Embodied Al
First-Principles Al

Quantum Al
Autonomic Systems

Al Engineering

- Edge Al
- Foundation Models

Synthetic Data

ModelOps
Generative Al

Neuromorphic Computing

Smart Robots

Cloud Al Services

Intelligent Applications

Knowledge Graphs
Autonomous Vehicles
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E Computer Vision

As of June 2024

Innovation
Trigger

Plateau will be reached: © <2 yrs.

O 2-5yrs.

Peak of Inflated
Expectations

® 5-10yrs.

Trough of
Disillusionment

TIME
A >10yrs.

Slope of
Enlightenment

*® Obsolete before plateau

Plateau of

Productivity

Gartner



Hype Cycle for Security Operations, 2024

EXPECTATIONS

Threat Exposure Management

Penetration Testing as a Service

CAASM -
CPS Security
Telemetry Pipelines

Exposure Assessment Platforms
Adversarial Exposure Validation

Cybersecurity Al Assistants

Cybersecurity Mesh
Architecture

Automated Security
Control Assessment

) Security Service Edge

Digital Forensics and
Incident Response

Digital Risk

Protection Services
External Attack
Surface Management
Identity Threat Detec
and Response

) Threat Intelligence
tion

NDR

Products and Services

[
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SIEM

m[}etection

and Response

XDR
MDR Services
Co-Managed Security Monitoring Services
SOAR
As of July 2024
Innovation Peak of Inflated Trough of Slope of Plateau of
Trigger Expectations Disillusionment Enlightenment Productivity
TIME
Gartner
Plateau willbe reached: O <2yrs. O 2-5yrs. @ 5-10yrs. A >10yrs. & Obsolete before plateau
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DESAFIOS de Cybersecurity
na eradalA
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CATEGORIAS DE ATAQUES a
Seguranca de Sistemas de IA

Adversarial Attacks Data Poisoning Model Inversion Model Stealing

e Manipulacao de e |[nsercao de dados e Reversao dos e Cdpia do modelo de
entradas para maliciosos no resultados de IA para IA por meio de
enganar o modelo, treinamento do descobrir dados consultas repetidas
fazendo-o gerar modelo para sensiveis. para replicar ou
saidas incorretas. comprometer seus explorar a

resultados. tecnologia.
Inference Falhas de Algoritmos

e Modificacao de e Insercao de codigo e Determinacao de se e |dentificacao de
entradas para evitar malicioso no dados especificos pontos falhos dos
a deteccao por modelo, ativado faziam parte do modelos e camadas
sistemas de IA. por gatilhos treinamento do de algoritmos de IA.

especificos. modelo.
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OPORTUNIDADES de Cybersecurity
na era da IA
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INTELLIWAy Al / ML Autonomous Cyber Security (ACS): It functions autonomou

much like the human immune system, providing continuous protection
without requiring constant user intervention. This is beneficial as it reduc
the burden on users and IT staff to manually detect and respond to threz

Autonomic
Security
Operations

Constant Monitoring and Analysis: ACS continuously monitors and
analyzes activities within the network or system. This proactive approac
helps in early detection of anomalous behaviors that could indicate
potential cyber threats.

Mitigation of Unknown Threats: It addresses both known and unkno
threats, including zero-day attacks. This capability is crucial in today's
evolving threat landscape where new vulnerabilities and attack methods

: . tantl .
Autonomic system refers to computing system that EONSIANtFEMEIGE

automatically manages itself(Sitaram D. and Manjunath G.,

2012). Versatility in Threat Handling: ACS responds to threats regardless of

their origin (insider or outsider) or nature (natural or malicious). This
versatility ensures comprehensive protection against a wide range of cyl
threats.

Autonomous system, on the other hand, is defined as
system that can deal with the non-programmed or non-
present situation and has the ability of particular self-

management and self-guidance (Chen et. al., 2021).
& & ( ) Independence from User Involvement: Its ability to operate

independently from user actions means that it can function effectively e
in scenarios where users may not be actively engaged or aware of poten
threats.

4 Areas of Autonomic Computing

£¥" Self-optimization © self-configuration
8 Self-healing © self-Protection

Advanced AI/ML: ACS aims to provide robust, automated, and efficien
protection against cyber threats, enhancing overall security posture whil
minimizing the need for continuous human oversight and intervention.
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INTELLIWAy Al / ML Autonomous Cyber Security (ACS): It functions autonomou

much like the human immune system, providing continuous protection
without requiring constant user intervention. This is beneficial as it reduc
the burden on users and IT staff to manually detect and respond to threz

Autonomic
Security
Operations

Constant Monitoring and Analysis: ACS continuously monitors and
analyzes activities within the network or system. This proactive approac
helps in early detection of anomalous behaviors that could indicate
potential cyber threats.

Mitigation of Unknown Threats: It addresses both known and unkno
threats, including zero-day attacks. This capability is crucial in today's
evolving threat landscape where new vulnerabilities and attack methods
constantly emerge.

Restore assets Help determine the g . .
and operations that were : current cybersecurity risk Versatility in Threat Handling: ACS responds to threats regardless of
impacted by a : to the organization

cybersecurity incident

their origin (insider or outsider) or nature (natural or malicious). This
versatility ensures comprehensive protection against a wide range of cyl
threats.

Cybersecurity Framework

Independence from User Involvement: Its ability to operate
independently from user actions means that it can function effectively e
in scenarios where users may not be actively engaged or aware of poten
threats.

Take action regarding

)
o
< Use safeguards to
a detected cybersecurity 9’
()

prevent or reduce

incident cybersecurity risk

Establish and monitor

the organization's cybersecurity
risk management strategy,
expectations, and policy

Advanced AI/ML: ACS aims to provide robust, automated, and efficien
protection against cyber threats, enhancing overall security posture whil
minimizing the need for continuous human oversight and intervention.

Find and analyze possible cybersecurity
attacks and compromises
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